Cvbersecurity
CENTRE OF EXCELLENCE

CYBERSECURITY ANALYST
(Full qualification/Skills program)

Cybersecurity Analysts apply the practice of protecting assets such as networks, computer systems
and information assets from malicious attacks and threats. They assess and mitigate risks and
potential intrusions and identify risks and vulnerabilities. They study existing techniques for managing
security issues and maintaining the security of information and systems in the working environment,
ensuring legal compliance.

On completion of this qualification, the learner will be able to demonstrate an understanding of and
how to investigate cybersecurity issues and challenges as they affect the legal compliance,
communities, society, the ICT sector, and the economy. The learner will understand how cybercrime
can affect businesses causing disruption, how to respond effectively to incidences such as
vulnerabilities testing and threats and how to analyse their consequences. The learner also evaluates
efficient design of efficient security solutions and ensures compliance.
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CYBERSECURITY

DEFENDER
(Full qualification/Skills program)

Cybersecurity Defenders are responsible for proactively protecting organisations’ systems from
attacks, they are the first line of defence against cyberattacks, the first responders to cybersecurity
breaches and are responsible for the hardening of the information systems of organisations ensuring
compliance with legislation.

Cybersecurity Defenders are responsible for proactively protecting organisations’ systems from
attacks, they are the first line of defence against cyberattacks, the first responders to cybersecurity
breaches and are responsible for the hardening of the information systems of organisations ensuring
compliance with legislation.

The tasks that the learner will be able to know, do and understand after achievement of the skills
programme include:

e Detecting cybersecurity threats and vulnerabilities in the cybersecurity posture of the organisation
o Defending against threats to ensure cybersecurity of the organisation

o Evaluating the security posture to enhance resilience
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PROJECT MANAGER
(Full qualification/Skills program)

A Project Manager applies knowledge of project management to achieve project objectives in a specific
field of application




